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Overview

• Where is cryptography implemented?

• Topics of this workshop

• Projects at FHNW

• Hash functions

• The NIST SHA-3 hash function competition

• Hash function BLAKE

• Stream Ciphers

• The eSTREAM Project

• Two eSTREAM finalists: Grain and Trivium

• Cryptanalysis Scenario



Cryptography implemented in:

� Secure computer networks (including Internet)

� Electronic fund transfer, eBanking

� Secure mobile phones

� Embedded systems

� Biometric passports

� Secure RFID's

� Anonymity of electronic data



Topics to be presented

Anonymization

A system developed by David-Olivier Jaquet-Chiffelle
allows the federal statistical office to conduct an 
exhaustive statistics of hospitalized people (with in 
particular recognition of multiple hospitalizations) while
guaranteeing the anonymity of the patients.

The solution is based on crytographic primitives.  

This is an interesting example on how to use
cryptography in order to allow a secure treatment of 
sensitive statistical data. 



Algebraic methods for cryptanalysis

In cryptology, the field of cryptanalysis is concerned with 
methods for recovering the secret key of some cipher.

One class of methods views the cipher as an ensemble 
of algebraic equations over some finite field, typically 
GF(2) or an extension of it. 

In his talk, Jean-Philippe Aumasson will present a recent 
type of algebraic attack, called cube attack, which is a 
general purpose method for analyzing various types of 
cryptographic algorithms. 

He will also describe some concrete applications of this 
attack to real-world ciphers.



Elliptic Curve Cryptography

Elliptic curves are a well established topic in algebraic 
number theory. 

They have important applications in public key 
cryptography:

In public key cryptography, there exist systems whose 
security is related to the discrete logarithm problem over 
the integers modulo a large prime. This prime modulus has 
to be large in order that discrete logs cannot be solved.

It is believed that the discrete log problem is much harder 
when modular arithmetic is replaced by arithmetic in an 
elliptic curve over a finite field.



This allows for efficient operations over smaller finite fields.

Due to this advantage, elliptic curves are implemented in 
many environments.

BouncyCastle is an open source Crypto provider written in 
Java which supplies classes for Elliptic Curve 
Cryptography (ECC). 

Daniel Mall has found a flaw in the class ECPoint resulting 
from an unhappy interaction of elementary algorithms. 

He shows how to exploit this flaw to a real world attack, 
e.g., on the encryption scheme ECIES. 



FHNW projects related to Crypto

Design of new, and analysis of existing systems 

Contributions to International Projects:

NIST SHA-3

ECRYPT NoE eSTREAM

Funded by: FHNW, SNF, GEBERT RÜF, Hasler, CTI



Some practically implemented crypto systems not 
secure anymore:

Bluetooth Protocol

Digital Signatures, use insecure hash functions



Hash Functions



Where are hash functions used?

1. Digital Signatures

2. Integrity check of data 

3. Secure passwords

4. Pseudo random generators

5. …..



Principle

Document

Hash function

Hash value

of any length

fixed length



Hash functions map a digital message of any length into a 
bit string of fixed length:

H: message � hash value

Typical hash functions have a hash value of length 160 
bits, 256 bits or 512 bits.

Important: A small change in a message should have a 
large effect on its hash value.

Example: MD5

H("Hello") = 09f7e02f1290be211da707a266f153b3

H("Hallo") = 3290ec3c19a8a39362f7d70043f15627



Example: UBS Certificate



Security requirements

It should be infeasible to find a preimage:

hash value

inversion

document many preimages



Security of passwords

Login with User ID and Password

Computer stores fingerprint of the password, and checks, whether 
the entered password has the correct fingerprint.

Illegitimate user has no access to computer.

If preimages can be found, the password is insecure.



Security requirement

It should be infeasible to find a collision:

document

hash function

hash value =

≠



Digital Signature

Handwritten Signature Digital Signature

011101….00110100111

In digital signatures, document is not signed directly, but its fingerprint (for 
efficiency reasons).

If for a given document another document with the same fingerprint exists, 
forging of signatures becomes possible:

Example of a critical collision:

H("I transfer to XY the amount of 100 CHF") = H("I transfer to XY the amount 
of 100000 CHF")



What is the meaning of collision resistance?

model:

� Inputs of a hash function: balls

� Outputs of a hash function: set of bins

� Hash function throws balls into bins

If there are more balls than bins, at least one bin gets 
more than one ball. 



Birthday paradox

N bins

If there are more than sqrt(N) balls:

With probability greater than ½ two balls are thrown into a 
same bin.

A hash function with n binary outputs is called collision  
resistant, if the complexity to find a collision is not 
significantly smaller than 2n/2 computations of the hash 
function.

A hash function is broken if there is an algorithm that can 
find collisions with much smaller effort.



Status of hash functions 

NIST Standards and MD5 (are in worldwide use):

MD5, SHA-1 broken (Wang 2005).

SHA-2 unbroken,

but all these hash functions rest on similar components 
for their design.

Unclear security principles.



Reaction: NIST SHA-3 project

International competition NIST SHA-3 for new hash 
functions (2008-2012).



64 proposals were submitted.

51 first round submissions accepted by NIST.

About a dozen of these broken so far.

NIST plans to reduce the 51 down to about 15 candidates 
for 2nd round.



Hash function BLAKE

Own design of a SHA-3 candidate hash function, jointly 
with Jean-Philippe Aumasson, Luca Henzen (ETHZ) and 
Raphael Phan, Loughborough University.

Software-oriented.

Based on design architecture different from MD5 or SHA. 

Uses only interaction of three basic operations: 

integer addition modulo 2w,  w: word length 

addition modulo 2 

and circular rotations of bits in a word, w = 32 or 64.

Own security analysis of competitor designs.



What is a Stream Cipher?

Aim is confidentiality of messages. Stream Ciphers are 
small and fast. 

Profile 1: Optimized for software (high throughput).
Profile 2: Optimized for small hardware.



Implemented in:

Mobile phones

RFID's

Known stream ciphers:

RC4, in Netscape Secure Socket Layer (SSL) Protocol, 
but also in eBanking.

A5, in Global System for Mobile Communication (GSM).

Bluetooth Stream Cipher, Standard for wireless short-
range connectivity.



Prototype of a stream cipher: One-Time-Pad

Keystream purely random bit string of same length as 
message.

May be used only once, otherwise insecure.

If used properly, One-Time-Pad unconditionally secure.

Disadvantage: Secure distribution of a long secret key.



In practical applications: Replace purely random 
keystream by output stream of a  pseudorandom 
generator. 

Initial state: Short purely random bit string K (e.g., of 
length n = 128 bits).

Instead of long keystream, only this short bit string needs 
to be securely transmitted.

Provable security is lost.



Effort to determine K from known output string should be 
close to 2n computations.

Most pseudorandom generators for computer 
simulations won't satisfy such a high requirement.

"Practical Security": Thus far, no one hash found an 
attack.

Many stream ciphers broken in the past.



The eSTREAM Project

eSTREAM was a project with the aim: "to identify new 
stream ciphers that might become suitable for widespread 
adoption".

Organized by EU ECRYPT network of excellence.

Call for Primitives 2004

Project finalized 2008

Various project phases



Two profiles for eSTREAM:

Profile 1: Stream ciphers for software applications with 
high throughput (faster than block cipher AES in counter 
mode).

Profile 2: Stream ciphers for hardware implementations in 
constrained resources, e.g., restricted memory, small 
hardware, restricted power consumption. 

Reaction to call: submission of 34 proposals!



As of 2009:

Four finalists for software profile

Four finalists for hardware profile. One of these severely 
broken meanwhile.



Construction principles for dedicated stream ciphers

State with update function

Output- or filter function, defined on present state

Update of state linear or nonlinear





State and update in hardware-oriented stream ciphers 
often one or more linear feedback shift registers (LFSR). 

LFSR of length L:
Consists of a bit vector (x1,…,xL). In each step, every 
state bit is shifted by one position to the right, except the 
rightmost bit x1, which is output.

On the left, a new bit is shifted in using a linear recursion

xj = (c1xj-1 + c2xj-2 + ... + cLxj-L) mod 2,

for j greater than L.



Example:  L = 3

⊕

x3 x2 x1 output

xj = xj-1 + xj-3  mod 2



Depending on the chosen linear recursion, LFSR‘s have
desirable properties:

• Produce output sequences of large period (e.g. 
maximum period 2n-1 )

• Produce sequences with good statistical properties
• Can be readily analyzed using mathematics in finite 

fields.
• Disadvantage: For known output sequence, initial 

state can be easily found by solving system of linear 
equations.



Linear recursion of LFSR can be described by feedback
polynomial: 

For an n-stage LFSR with feedback coefficients c0, c1,...,cn , 
the characteristic polynomial is defined by

f(x)=c0 + c1x + ... + cn-1xn-1 + xn

f is primitive, if f divides x2n-1 + 1, but not

xe + 1 with e < 2n –1. (Polynomial arithmetic

over GF(2)). 

If f is primitive, output sequence of LFSR has maximum
period 2n - 1.



state

non-linear
filter

linear
feedback

b0 , b1 , b2 , ...

Method to destroy nonlinearity: Nonlinear filter generator

Generates keystream bits b0, b1, b2 ,..., using nonlinear
function f defined on state bits of LFSR.



Example of a generator with 3 LFSR's combined: Geffe
Generator (remains only of historical interest).

3 LFSR‘s X, Y, Z, with outputs xt, yt, zt.

Output bt of generator determined by:

If yt = 1
bt = xt

else
bt = zt

Combining function: 
b = f(x,y,z) = xt * yt+(yt+1) * zt.



Own Design (with Uni Lund): Grain

eSTREAM finalist. Has 3  components:
80 bit LFSR, 80 bit nonlinear feedback shift register 
NFSR, nonlinear filter h.

Input in NFSR masked by a LFSR bit.

Output bit masked by xor of 7 NFSR bits.



Grain-128

Variant with 128-Bit key and two 128 bit registers.

Grain allows for increased efficiency due to 
parallelization of hardware.

Grain, as most dedicated stream ciphers, works with a 
(public) initial value IV

Allows to reuse the same key for multiple transmission of 
secure data, and for resynchronization purposes.



Trivium

State: 288Bits 

Nonlinear update 

Linear output function

80-bit key

State consists of  3 registers, 
R1 = (x1,…,x93), R2 = (x94,…,x177),  R3 = (x178,…, x288).
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Cryptanalysis Scenario: 

Assume that opponent knows parts of message 
(plaintext), or he knows that message is encoded in 
ASCII and thus has redundancy .

In stream cipher: Known plaintext is equivalent to known 
output segment, i.e., known keystream: ciphertext is 
obtained out of plaintext by bitwise xor with keystream.

In cryptanalysis of stream ciphers it is therefore assumed 
that part of keystream is known.

More to cryptanalysis of stream ciphers: Talk by Jean-
Philippe Aumasson.


